55 38 A3 4 1 | % W Vol.38 No.4
2017 4E4 H Journal on Communications April 2017

doi:10.11959/j.issn.1000-436x.2017085

XFEREIEHENTEERBNBELELT R

e 2, REA Y, R, KBS, AL’
1. B RF TG, fEE RN 3620215 2. TP REILEI RS REMRA A ms TR O, AR SN 3620215
3. dERTHR HLOR 2245 B Ay, dE5T 100876)

O WA R TE e s N CWBAND PO 2 I (1) 0 2 A2 — AN R AR AR R (1) DG In) 8. A% 48 1Y) CP-ABE
HUb B “—02” B4l E0h6s, &HT WBAN s isdl, (Hiz g 2 ns m HAS SR E PRy .
Fu0r 5 WBAN 5 s eI a BRI PR BN, SR I —FI7EARER R R CPA 224, CReB AT i
RIS 7 A HMUTT A CP-ABE 4. H5EH M ML, 3T REMRIE & RN, 2z
KAk, HATLASERS L AIRLEE R RS - Jm i

KHEIR: ORI A dims AMUIET; BESEE; B

HPESES: TP309 XERFRIZAD: A

Data sharing scheme supporting secure outsourced
computation in wireless body area network

ZHANG Wei-wei'?, ZHANG Yu-zhao'?, HUANG Chao'*, ZHANG Ru *, YANG Yi-xian’
(1. College of Engineering, Huagiao University, Quanzhou 362021, China;

2. Fujian Provincial Academic Engineering Research Centre in Industrial Intellectual Techniques and Systems, Quanzhou 362021, China;

3. Information Security Center, Beijing University of Posts and Telecommunications, Beijing 100876, China)

Abstract: How to effectively protect the security of data sharing in WBAN was a key problem to be solved urgently. The
traditional CP-ABE mechanism had a "one to many" data security communication function which was suitable for access
control in WBAN, but it had high computational complexity and did not support attribute revocation. Fully considering of
limitations on computation and storage of sensor nodes and dynamic user attribute in WBAN, a CP-ABE scheme was
proposed which was provably secure against CPA under the standard model and supported attributes revocation, out-
sourced encryption and decryption. Compared with the proposed schemes, the computation burden on senor nodes is
greatly reduced and the user’s attribution can be revoked immediately and fine grained while meeting the demand of its
security in the proposed scheme.
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